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1. Architecture overview

Connectors receive HTTP	JSON	based requests from Parts	Advisor.	
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2. Security
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2. Security

Each request to	the	connector is secured by	a	JWT	as	described in	the	API	reference:	http://erp-
documentation.parts-advisor.com/#test_connection_get_securedby

The	token is signed (JWS),	encrypted (JWE)	and	sent	through the	« Authorization »	HTTP	header.	JWE	for	example:

Bearer
eyJjdHkiOiJKV1QiLCJlbmMiOiJBMTI4Q0JDLUhTMjU2IiwiYWxnIjoiZGlyIn0..jCFnP13MtSZBPtYIAxaaVQ.gRZfD
wVMi4ZfOtLBPYtomz02IXCRZ8l2bSjtj9gQ-
2msyMv4dawquwBTcag5moUuUIzwQiIZN1Oki6fjX7QVIKrUKNtKQFtoxG3IJ-
1oZHQtvmKopOAW5wiwFYfB6YiHm6PDgQjdgVFBBz5ANqoZEOqNya7DuIGWh6ZKzJnzuZDDtAAvPvggzM1Lj6
GWA7Ugb28iZWhVAq24EtcoRte3n8qX5UotSWLFuqzPL0HvhPo.S4cFrpowrao-8YZE1t18Bg

JWT	(JWS)	result after JWE	decryption example
eyJhbGciOiJIUzI1NiJ9.eyJzdWIiOiI1YTk2ZDEyZGE5YzIxNmIyNmU5ZWU3NTgiLCJwcm9wZXJ0aWVzIjp7InNhbX
BsZVByb3BlcnR5Ijoic2FtcGxlVmFsdWUifX0.e-G0tQx4yfgXb-XTGzlPPf1rWKnCcrhNXaI4q9uF_7g

Payload after JWT	decoded example
{"sub":"5a96d12da9c216b26e9ee758","properties":{"sampleProperty":"sampleValue"}}
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2. Security

JWE (with JWS	as	payload)	token specification :

The JWE encryption is done with AES	CBC	algo with a	key	of	256	(A128CBC_HS256)	bits	(32	bytes,	hence the	
secretKey of	32	characters).	Our	"secretKey"	is the	secret	used for	this calculation.
The	JWS	signature	is a	hash	is calculated with the	algo HS256.	Our	"sign"	is the	secret	used for	this calculation.

The	JWS	token consists of	3	elements
1)	a	header	that specifies,	among other things,	the	algorithm used for	the	signature.	This	is a	JSON	document	
encoded in	BASE64
2)	the	payload that carries	the	user	information.	This	is a	JSON	document	encoded in	BASE64
3)	the	signature	which is a	hash	calculated as	follows:	HMACSHA256	(header_base64	+	"."	+	payload_base64,	sign)

The	token is then encrypted according to	the JWE Web	Encryption spec according to	the	algorithm
A128CBC_HS256.

The	signature	serves	to	ensure that the	token has	not	been	modified.	Encryption is used to	ensure that the	token is
not	readable.	These guarantees stem	from the	fact that the	sign and	the	secretKey never transit	the	network:	only
the	two communicating parties	know	them
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2. Security

Decoded JWS	token header:

Example	of	decoded payload:

The	subject (« sub »	property)	is always provided.	It	contains the	id	of	the	user	who initiated the	request.
The	properties are	optional and	contain any custom	data	required by	the	connector.	These data	can	be configured
on	the	Parts	Advisor	back	office.

{
"cty": "JWT",
"typ": "JWT",
"alg": "HS256"

}

{
"sub": "5a96d12da9c216b26e9ee758",
"properties": {

"sampleProperty": "sampleValue",
}

}
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2. Source code example

Source	code	example to	decrypt JWE	token,	check	JWS	and	decode JWT

JAVA	:	https://bitbucket.org/partsadvisor/erp-api-tools-token-example-java

PHP	:	https://bitbucket.org/partsadvisor/erp-api-tools-token-example-php
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3. Testing connection
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3. Testing connection

The	test	connection feature is useful if	you want to	check	that your connector is:

ü Reachable from PartsAdvisor

ü Correctly configured both on	PartsAdvisor Back	Office	and	on	your server	(i.e Secret/Signer,	endpoint etc.)
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3. Testing connection

The	user	goes to	the	details of	an	establishment	on	the	Back	Office.

The	same feature is available for	pairings.
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3. Testing connection

When the	user	clicks	on	the	« Test »	button at	the	bottom of	the	page,	the	connector is called to	check	if	it is reachable

and	well configured.

http://brandname.uat.parts-advisor.erp.lan/v1

http://brandname.editorname.fr/indx.php
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3. Testing connection

API	Reference:	http://erp-documentation.parts-advisor.com/#test_connection_get

Sequence Diagram
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4. Availabilities
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4. Availabilities

The	availabilities API	must	return	the	global	availability and	prices for	each part	of	a	given set	of	parts,	for	each warehouse.
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4. Availabilities

The	user	looks	for	a	part.
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4. Availabilities

The	availabilities and	prices displayed on	the	offer is retrieved from the	connector.
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4. Availabilities

API	Reference:	http://erp-documentation.parts-advisor.com/#availabilities_search_post

Sequence Diagram
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5. Shipping plans
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5. Shipping plans

Given a	requested quantity,	the	shipping	plans	API	must	return	the	actual availabilities and	prices for	each part	of	a	given

set	of	parts.

This	API	must	detail how	each part	will be spreaded among the	different warehouses.
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5. Shipping plans

The	user	adds a	part	to	his cart.
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5. Shipping plans

The	user	goes to	his cart details.	The	shipping	plan	information	is retrieved from the	connector.
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5. Shipping plans

API	Reference:	http://erp-documentation.parts-advisor.com/#shipping_plans_search_post

Sequence Diagram
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6. Creating orders
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6. Creating orders

When the	user	checkouts his order,	it is submitted to	the	connector.
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6. Creating orders

When the	user	checkouts his order,	it is submitted to	the	connector.
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6. Creating orders

Once	the	order is submitted,	the	seller	can	view it on	the	« My Sales »	page.	The	external order number generated by	

the	ERP	is displayed under the	PartsAdvisor order number.
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6. Creating orders

API	Reference:	http://erp-documentation.parts-advisor.com/#orders_post

Sequence Diagram
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7. Retrieving orders
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7. Retrieving orders

The	user	goes to	the	detail of	his order.
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7. Retrieving orders

The	order information	are	synchronized with the	connector.
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7. Retrieving orders

API	Reference:	http://erp-documentation.parts-advisor.com/#orders__externalorderid__get

Sequence Diagram
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8. Creating returns
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8. Creating returns

The	user	goes to	his orders history,	and	clicks	on	the	return	icon of	an	order.
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8. Creating returns

The	user	clicks	on	the	« Return »	button for	the	parts	he wants to	return.
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8. Creating returns

The	user	selects	the	type	and	the	reason of	the	return,	then when he clicks	on	the	« Submit the	return »	button,	the	

return	is submitted to	the	ERP.
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8. Creating returns

API	Reference:	http://erp-documentation.parts-advisor.com/#returns_post

Sequence Diagram
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9. Retrieving returns
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9. Retrieving returns

The	user	goes to	his returns list and	click	on	the	information	icon
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9. Retrieving returns

The	returns information	displayed come	from the	ERP.
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9. Retrieving returns

API	Reference:	http://erp-documentation.parts-advisor.com/#returns__externalreturnid__get

Sequence Diagram



THANK YOU !


